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My Care Record in the ENHCCG Area 

Information Sharing Agreement 

 

‘The future, where personal confidential data will be stored digitally rather than in filing cabinets, 

and health and social care will be integrated… If a future health and social care service is based on 

integrated care, it will rely on data sharing.’1 

 

1. Parties and particular sharing arrangements 

1.1 Before joining MCR new Parties must enter into this Agreement which is made with the 

Parties listed in Appendix 1. East and North Herts Clinical Commissioning Group (ENHCCG) will 

keep a copy of the signed agreements.  

 

1.2 ENHCCG will give existing Parties notice of a new Party joining MCR and invite them to voice 

any objections or concerns, which must be addressed before the new Party can join MCR. 

 

1.4 This Agreement is of general application to the particular electronic systems the Parties may 

use.  

 

1.5 The relevant law, best practice and national guidance is set out in this Agreement and in the 

Local Policy in Appendix 2.    

 

 

2. Terminology 

2.1 Unless the distinction is significant, patients and service users are referred to as ‘patients’, and 

health and social care professionals are referred to as ‘practitioners’. 

 

2.2 Under the Data Protection Act (DPA) ‘data’ is recorded information, but ‘data’ and 

‘information’ are used interchangeably unless the distinction is significant. 

 

2.3 Sharing data includes disclosing or giving access to it.    

   

 

3. Purpose  

3.1 This Agreement supports My Care Record which is a local electronic patient record sharing 

programme. MCR will give practitioners, with the explicit consent of their patients, immediate 

access to the information they need to treat them properly and safely. It will support 

integrated working by giving practitioners access to each other’s records. It will avoid the 

duplication of different practitioners asking patients for the same information.   

 

3.2 This Agreement represents the Parties’ common understanding of the relevant law, guidance 

and best practice, and forms a protocol or framework for them to work by and refer to. 

   

                                                           
1
 Data Security, Consent and Opt-outs, National Data Guardian, July 2016, paragraphs 1.15 & 3.2.8 
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3.3 This Agreement is intended to enable the Parties to make full lawful use of the functionality of 

the electronic systems they employ. 

 

 

4. Basic principles 

4.1 Good treatment and care depends on practitioners having ready access to relevant and 

accurate personal information about patients.  

 

4.2 Access should not be impeded by organisational or professional boundaries, including 

between health and social care.2 Those boundaries cannot justify failures to share information 

about a patient when sharing it is likely to benefit the patient’s care.    

 

4.3 Security measures that ensure safe sharing must be in place, so that security cannot be used 

as a reason for failing to share information when there is a need to share it.3   

 

4.4 It is misleading to think of personal information in terms of ownership. Patients have rights in 

respect of it and the Parties have corresponding obligations.4    

 

4.5 Unless there are exceptional circumstances, patients should decide what use is made of their 

personal information and who has access to it.5  

 

4.6 Only practitioners with a legitimate relationship with a patient, and necessary support staff, 

should have access to personal information about that patient.6 

  

 

5. Information to be shared  

5.1 The information that will be shared is personal information about patients and service users 

relating to their health and/or social care recorded in the patient/service user records of the 

Parties. 

 

5.2 The records may also contain personal information about families, carers or others, but should 

only do so if that information relates to the health or well-being of the patient.  

 

5.3 Personal information is private and confidential if the person it is about can have a reasonable 

expectation of privacy in respect of it.7 Patients and service users can, and do, reasonably 

expect that personal information about their health or well-being will be kept private. All 

                                                           
2
 The Fifth Principle of the NHS Constitution; see also Data Security, Consent and Opt-outs, National Data 

Guardian, July 2016. 
3
 See the Seventh Caldicott Principle. 

4
 See the ICO’s Who has rights and obligations under the Data Protection Act? https://ico.org.uk/for-

organisations/guide-to-data-protection/key-definitions/. 
5
 Campbell v MGN [2004] UKHL 22, Montgomery v Lanarkshire Health Board [2015] UKSC 11 

6
 The Information Governance Review, DH, 2013, paragraph 3.3   

7
 Campbell v MGN [2004] UKHL 22 

https://ico.org.uk/for-organisations/guide-to-data-protection/key-definitions/
https://ico.org.uk/for-organisations/guide-to-data-protection/key-definitions/
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health and social care personal information should be treated as private and confidential, 

including personal information about families, carers and others (but see paragraph 5.4).   

 

5.4 Personal information about practitioners relating to their care of others should not be treated 

as private or confidential unless its disclosure is likely to cause them serious harm.8 

 

 

6. The sharing model and its legal basis (see also section 7) 

6.1 MCR is an integrated care record created and made available by implied consent.9 It isn’t a 

single record or separate set of records but the patient records that are held by the Parties 

connected electronically. However, information about a patient can only be shared between 

Parties the patient is registered with.   

 

6.2  Though relevant patient information can be shared for direct care by implied consent, sharing 

whole records normally requires explicit consent.10 That is because the record is likely to 

contain irrelevant information and/or information the sharing of which might surprise the 

patient.11 However, consent can be implied at this preparatory stage even though the whole 

record may be made available because no sharing has taken place.  

 

6.3 Access to records on MCR is by explicit consent at the point of referral or care (see also 6.4). 

However, in exceptional circumstances, access can be given on another legal basis (but not 

implied consent – see 6.2). It will be safer to assume that that is so even though the record 

may have been redacted (see 6.8). 

 

6.4 If a referral or other communication (for example, a ‘task’) entails giving the recipient access 

to the whole record, the patient must have given explicit consent to it. However, if only 

information that is relevant to the care in question will be shared, consent can be implied.12 

 

6.5 Consent must be given by the person the information is about or by someone with authority 

to consent on their behalf. If the information is about a person other than the patient (see 

5.2), that person must give his or her consent. 

 

6.6 Access is read only but when practitioners update their patient records they are updating 

them for other practitioners who have been given access to MCR.   

 

                                                           
8
 The Data Protection (Subject Access Modification) (Health) Order 2000, paragraph 9, is instructive on this 

point. 
9
 Review of Data Security, Consent and Opt-Outs, National Data Guardian, 2016, Case Study 6 (page 26)  

10
 The Information Governance Review, DH, 2013, paragraph 3.3 

11
 As above 

12
 A guide to confidentiality in health and social care, NHS Digital, 2013, page 13 

http://content.digital.nhs.uk/media/12822/Guide-to-confidentiality-in-health-and-social-care/pdf/HSCIC-
guide-to-confidentiality.pdf 

http://content.digital.nhs.uk/media/12822/Guide-to-confidentiality-in-health-and-social-care/pdf/HSCIC-guide-to-confidentiality.pdf
http://content.digital.nhs.uk/media/12822/Guide-to-confidentiality-in-health-and-social-care/pdf/HSCIC-guide-to-confidentiality.pdf
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6.7 Patients should be able to opt out if they do not want their records to be shared with other 

organisations for the purposes of their care.13 (Consent cannot be implied simply because a 

patient has not opted out.)  

 

6.8 Patients should be able to ask for specific information to be withheld so that it is not visible 

when the record is shared.14 However, it should be explained that it may not be reasonably 

practicable to conceal all traces of a condition or treatment.  

 

6.9 Moreover, ‘if a patient objects to a disclosure that you consider essential to the provision of 

safe care, you should explain that you cannot refer them or otherwise arrange for their 

treatment without also disclosing that information.’15 In this context practitioners should bear 

in mind that information that is withheld will be withheld indefinitely and that it may be 

essential to the provision of safe care in the future. 

 

6.10 Patients should also be able to decide which organisations can access their records.16 

 

6.11 When consent is sought at the point of care patients should be told that access will be to the 

whole record except for any information that has been marked private or confidential.17 

 

6.12 Practitioners ’may view and copy the information and use it for their own [direct care] 

purposes’.18 However, they shouldn’t create fresh records (for example, by photocopying) but 

should incorporate relevant information into their MCR patient record.19  

 

6.13 Existing secure arrangements for sharing information (phone, fax, email, post) should be 

maintained so as to give patients a real choice, and to provide for those who have opted out. 

 

6.14 The exceptional circumstances referred to in paragraphs 4.5 and 6.3 in which the absence of 

consent can be overridden are when 

 sharing is sufficiently in the public interest, in particular for safeguarding reasons; 

                                                           
13

 Principles for sharing and accessing local shared patient records for direct patient care, BMA, section 3 
https://www.bma.org.uk/advice/employment/ethics/confidentiality-and-health-records/principles-for-
sharing-electronic-patient-records 
14

 As above, and see The Care Record Guarantee, NHS, 2011, page 14 
http://systems.digital.nhs.uk/rasmartcards/documents/crg.pdf, the NHS Digital Patient Choices webpage 
http://systems.digital.nhs.uk/infogov/confidentiality/choices and  
Review of Data Security, Consent and Opt-Outs, National Data Guardian for Health and Care, 2016, paragraph 
3.2.12. 
15

 Confidentiality Guidance, GMC, 2009, paragraph 9 http://www.gmc-
uk.org/guidance/ethical_guidance/confidentiality_24_35_disclosing_information_with_consent.asp 
16

 Principles for sharing and accessing local shared patient records for direct patient care, BMA, section 3 
17

 As above, section 4  
18

 NHS Care Records: Shared Records and Data Controller Responsibilities, Department of Health 

https://www.igt.hscic.gov.uk/WhatsNewDocuments/NCRS.InfoSharing.Checklist.doc 
19

 Good Medical Practice, GMC, 2013, paragraphs 19 & 21   
http://www.gmc-uk.org/guidance/good_medical_practice/record_work.asp 

https://www.bma.org.uk/advice/employment/ethics/confidentiality-and-health-records/principles-for-sharing-electronic-patient-records
https://www.bma.org.uk/advice/employment/ethics/confidentiality-and-health-records/principles-for-sharing-electronic-patient-records
http://systems.digital.nhs.uk/rasmartcards/documents/crg.pdf
http://systems.digital.nhs.uk/infogov/confidentiality/choices
http://www.gmc-uk.org/guidance/ethical_guidance/confidentiality_24_35_disclosing_information_with_consent.asp
http://www.gmc-uk.org/guidance/ethical_guidance/confidentiality_24_35_disclosing_information_with_consent.asp
https://www.igt.hscic.gov.uk/WhatsNewDocuments/NCRS.InfoSharing.Checklist.doc
http://www.gmc-uk.org/guidance/good_medical_practice/record_work.asp
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 sharing is in the best interests of an adult who lacks capacity, including temporary loss of 

capacity in emergencies;  

 a court has ordered sharing; 

 statute requires or permits sharing, and in the latter case sharing is justified.  

 

6.15 There should be full audit trails of each access to MCR (see also 15.1).   

 

6.16 Moreover, whenever absence of consent is overridden the Caldicott Guardian/s responsible 

for the information should be notified. 

 

6.17 Under the Data Protection Act (DPA) personal data (recorded information) relating to health 

and/or social care may be processed by health or social care professionals for the provision of 

health and/or social care.20 ‘Processing’ includes holding, using and sharing.  

 

6.18  The DPA is based on fairness. That entails the Parties ensuring that the use of personal data is 

necessary (see section 8); that it is accurate and up to date (section 8); that it won’t be used or 

held for longer than necessary (section 8); and that it is secure (section 9). It also entails the 

Parties being open with patients about the use of personal data relating to them (section 10).  

 

 

7. Responsibility (data controllership), use and further use 

7.1 ‘When a controller discloses personal data to another controller each has full data protection 

responsibility because both parties will exercise control over the purposes for which and the 

manner in which the data is processed.’21 ‘There is no single data controller responsible for 

the shared environment – participating organisations are therefore data controllers in 

common for the information within the shared environment.’22  

  

7.2 The Parties are responsible for their patient records within the shared electronic environment 

and are the data controllers of those records, including information incorporated from the 

patient records of other parties (see 6.12).  

 

7.3 Personal information within the shared environment of MCR should only be used for the 

purposes of providing care to the patients that it is about or that it concerns. If it leaves the 

shared environment it should only be used for those purposes. 

 

                                                           
20

 Data Protection Act 1998, Schedule 2, paragraphs 3 & 5(b) and Schedule 3, paragraphs 7(b) & 8      
21

 Data Controllers and Data Processors, ICO, paragraph 52 https://ico.org.uk/media/for-
organisations/documents/1546/data-controllers-and-data-processors-dp-guidance.pdf 
22

 NHS Care Records: Shared Records and Data Controller Responsibilities, Department of Health, and see Data 
Controllers and Data Processors, ICO, paragraph 52 https://ico.org.uk/media/for-
organisations/documents/1546/data-controllers-and-data-processors-dp-guidance.pdf and GPs as data 
controllers, BMA https://www.bma.org.uk/advice/employment/ethics/confidentiality-and-health-records/gps-
as-data-controllers    
 

https://ico.org.uk/media/for-organisations/documents/1546/data-controllers-and-data-processors-dp-guidance.pdf
https://ico.org.uk/media/for-organisations/documents/1546/data-controllers-and-data-processors-dp-guidance.pdf
https://ico.org.uk/media/for-organisations/documents/1546/data-controllers-and-data-processors-dp-guidance.pdf
https://ico.org.uk/media/for-organisations/documents/1546/data-controllers-and-data-processors-dp-guidance.pdf
https://www.bma.org.uk/advice/employment/ethics/confidentiality-and-health-records/gps-as-data-controllers
https://www.bma.org.uk/advice/employment/ethics/confidentiality-and-health-records/gps-as-data-controllers
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8. The information standard principles (necessity, accuracy and retention) 

8.1 The Information Commissioner’s Office (ICO) calls the third, fourth and fifth data protection 

principles of the DPA the ‘information standards principles’. 

 

8.2 Practitioners must not use more data than they need to provide the care or treatment in 

question (the third principle, also known as the necessity or minimisation principle).23 There 

are always risks attached to personal data and it is unfair to patients to take those risks with 

data that is not needed. However, the risk of information being inadequate might properly 

outweigh concerns about excessiveness. 

 

8.3 When applying the necessity principle practitioners should follow the ICO guidance: ‘to assess 

whether you are holding the right amount of personal data, you must first be clear about why 

you are holding and using it.’24  

 

8.4 Practitioners must ensure that the data is accurate and up to date (the fourth data protection 

principle).25 Statements of opinion or belief are accurate if they are accurately recorded and 

their nature is clear. 

 

8.5 The Parties must ensure that the data is retained for no longer than necessary for the 

purposes for which it was obtained. The ICO says that ‘this principle has close links with both 

principles 3 and 4. Ensuring personal data is disposed of when no longer needed will reduce 

the risk that it will become inaccurate, out of date or irrelevant.’26 

 

8.6 The Parties should apply the appropriate retention periods set out in the IGA’s Records 

Management Code of Practice.27 The Parties should follow the Code’s guidance on monitoring 

the retention of data and how to destroy it.28  

 

 

9. Security 

9.1 The Parties must ensure that ‘appropriate technical and organisational measures are taken 

against unauthorised or unlawful processing of personal data and against accidental loss or 

destruction of, or damage to, personal data’.29 

 

9.2 The DPA adds that the level of security should be ‘appropriate to the nature of the 

information in question; and the harm that might result from its improper use or from its 

                                                           
23

 See https://ico.org.uk/for-organisations/guide-to-data-protection/principle-3-adequacy/ 
24

 As above 
25

 See https://ico.org.uk/for-organisations/guide-to-data-protection/principle-4-accuracy/. See also Records 
Management Code of Practice of Health and Social Care, IGA, 2016, and in particular the Academy of Medical 
Royal Colleges records keeping standards on page 9 http://systems.digital.nhs.uk/infogov/iga/rmcop16718.pdf 
26

 See https://ico.org.uk/for-organisations/guide-to-data-protection/principle-5-retention/ 
27

 See http://systems.digital.nhs.uk/infogov/iga/resources/rmcop/index_html 
28

 As above 
29

 See https://ico.org.uk/for-organisations/guide-to-data-protection/principle-7-security/ 

https://ico.org.uk/for-organisations/guide-to-data-protection/principle-3-adequacy/
https://ico.org.uk/for-organisations/guide-to-data-protection/principle-4-accuracy/
http://systems.digital.nhs.uk/infogov/iga/rmcop16718.pdf
https://ico.org.uk/for-organisations/guide-to-data-protection/principle-5-retention/
http://systems.digital.nhs.uk/infogov/iga/resources/rmcop/index_html
https://ico.org.uk/for-organisations/guide-to-data-protection/principle-7-security/
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accidental loss or destruction’.30 Health and social care information is capable of causing 

serious harm when misused. 

 

9.3 Accordingly, the Parties must have completed NHS Digital’s Information Governance 

Statement of Compliance (IGSoC) process confirming they have achieved or are committed to 

achieving attainment level 2 in the current NHS Digital IG Toolkit requirements.31 (NHS Digital 

says, ‘The purpose of the assessment is to enable organisations to measure their compliance 

against the law and central guidance and to see whether information is handled correctly and 

protected from unauthorised access, loss, damage and destruction… The ultimate aim is to 

demonstrate that the organisation can be trusted to maintain the confidentiality and security 

of personal information. This in turn increases public confidence that ‘the NHS’ and its 

partners can be trusted with personal data.’) 32 

 

9.4 The Parties should also follow the guidance on NHS Digital’s Information Risk Management 

webpages on managing information security risks and incidents.33 

 

 

10. Data processors 

10.1 When the Parties use a data processor to process data on their behalf, the data processor 

must provide sufficient guarantees about its security measures to protect the processing.34 

The guarantees may be provided by the data processor confirming it has completed the IGSoC 

process (see 9.3). (NHS Digital says, ‘All organisations that have access to NHS patient data 

must provide assurances that they are practising good information governance and use the 

Information Governance Toolkit to evidence this. Where services are commissioned for NHS 

patients, the commissioner is required to obtain this assurance from the provider organisation 

and this requirement should be set out in the commissioner-provider contract.)35 

 

10.2 There must be a written contract (‘data processing agreement’) setting out what the data 

processor is allowed to do with the personal data. The contract must also require the data 

processor to take the same security measures the Parties would have to take if they were 

processing the data.36 

 

10.3 The NHS Digital Deed of Undertaking is a generic data processing agreement covering all 

processing undertaken by system suppliers on behalf of general practices. It has been signed 

                                                           
30

 Data Protection Act 1998, Schedule 1, Part II, paragraph 9 
31

 See http://systems.digital.nhs.uk/infogov/igsoc/background/index_html 
32

 About the Toolkit, NHS Digital, paragraphs 5 & 7  
https://www.igt.hscic.gov.uk/resources/About%20the%20IG%20Toolkit.pdf  
33

 http://systems.digital.nhs.uk/infogov/security/risk/nhsinforiskmgt 
34

 Data Protection Act 1998, Schedule 1, Part II, paragraph 11 
35 About the Toolkit, NHS Digital, paragraph 9  

https://www.igt.hscic.gov.uk/resources/About%20the%20IG%20Toolkit.pdf  
36

 As above, paragraph 12. The ICO recommends the data processing contract published by the European 
Committee for Standardization ftp://ftp.cenorm.be/PUBLIC/CWAs/e-Europe/DPP/CWA15292-00-2005-
May.pdf 

http://systems.digital.nhs.uk/infogov/igsoc/background/index_html
https://www.igt.hscic.gov.uk/resources/About%20the%20IG%20Toolkit.pdf
http://systems.digital.nhs.uk/infogov/security/risk/nhsinforiskmgt
https://www.igt.hscic.gov.uk/resources/About%20the%20IG%20Toolkit.pdf
ftp://ftp.cenorm.be/PUBLIC/CWAs/e-Europe/DPP/CWA15292-00-2005-May.pdf
ftp://ftp.cenorm.be/PUBLIC/CWAs/e-Europe/DPP/CWA15292-00-2005-May.pdf
ftp://ftp.cenorm.be/PUBLIC/CWAs/e-Europe/DPP/CWA15292-00-2005-May.pdf
ftp://ftp.cenorm.be/PUBLIC/CWAs/e-Europe/DPP/CWA15292-00-2005-May.pdf
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by each of the suppliers. General practice Parties must have countersigned the Deed of 

Undertaking signed by their supplier/s and provided them with a copy (they are available on 

line).37 

 

10.4 If one Party will process data on behalf of another Party, for example by operating a viewing 

platform, this Agreement also acts as a data processing agreement in respect of that 

processing (see paragraph 7.3 and section 9). 

 

10.5 The Parties must take reasonable steps to check that the security measures referred to in 

paragraph 10.2 are in place.38 This may be done by confirming that the data processor has 

completed the IGSoC process (see 10.1), or where appropriate is a signatory to a Deed of 

Undertaking (see 10.3).    

 

 

11. Fair processing information   

11.1 The use of data will not be fair if it is not transparent. The Parties must ensure that ‘fair 

processing information’ has been given to patients, or made readily available to them.39 It 

should tell patients: 

 the identity of the Parties and their contact details 

 what MCR is and how it works 

 their information will be used for their care 

 it will be protected by strict NHS security measures 

 it will be deleted when no longer needed  

 they can opt out  

 they should discuss particular concerns with their practitioner 

 they have the right to see the information  

 they have the right to complain.   

 

11.2 Full fair processing information is given in the form of privacy notices.40 However, the ICO 

suggests a ‘layered’ approach by which basic privacy information can refer to ‘more detailed 

information available elsewhere for those who want it’.41  

 

 

12. Privacy impact assessment 

12.1 The programme is a new use of sensitive data. Appendix 3 contains a privacy impact 

assessment of that use which should be signed by each Party. ENHCCG will keep a copy of the 

signed assessments.  

 

                                                           
37

 See http://systems.digital.nhs.uk/infogov/confidentiality/deed/index_html 
38

 As above, paragraph 11 
39

 Data Protection Act 1998, Schedule 1, Part I, paragraph 1  
40

 See https://ico.org.uk/media/for-organisations/documents/1610/privacy_notices_cop.pdf. 
41

 As above  

http://systems.digital.nhs.uk/infogov/confidentiality/deed/index_html
https://ico.org.uk/media/for-organisations/documents/1610/privacy_notices_cop.pdf
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13. ICO Registration  

13.1 The Parties must be registered as data controllers with the ICO and keep their registration up 

to date.42 

 

 

14. Indemnity 

14.1 The Parties will indemnify each other against liability for their acts or omissions in accordance 

with the law of England and Wales, and should have taken out appropriate and adequate 

insurance.   

 

 

15. Monitoring and review 

15.1 The Parties must ensure that audit trails of access to MCR are sampled regularly. 

 

15.2 This Agreement will be reviewed at least annually by ENHCCG. 

 

 

Signed by the Caldicott Guardian of  

 

Organisation name:  ________________________________________________ 

 

Data controller and data processor43 

 

Organisation address: _________________________________________________ 

 

    _________________________________________________ 

 

    _________________________________________________ 

 

    _________________________________________________ 

 

 

Signature:  _________________________________________________ 

 

 

Name:   _________________________________________________ 

 

 

Date:     _____________________________________________ 

  

                                                           
42

 See https://ico.org.uk/for-organisations/register/ 
43

 Delete ‘data processor’ if it is not appropriate (see paragraph 10.4). 

https://ico.org.uk/for-organisations/register/
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Appendix 1: The Parties 

 

Organisation  Address and contact details   Caldicott Guardian Date 
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Appendix 2: Local Policy   

 

1.1 This is the local policy for My Care Record (MCR) in the ENHCCG area. It sets out the relevant 

law and best practice with close reference to the national guidance. 

 

1.2 National guidance is given by the Information Commissioner’s Office (ICO),44 NHS Digital,45 

the General Medical Council (GMC),46 and the British Medical Association (BMA).47 The BMA 

guidance contains a list of other sources of national guidance,48 together with some helpful 

ethics factsheets.  

 

1.3 Note that the MCR Information Sharing Agreement (ISA) acts as a reference framework. It 

contains a considerable amount of guidance some of which is not repeated here. You should 

familiarise yourself with both the ISA and this policy.  

 

 

2. Privacy and confidentiality 

2.1 Personal information is private and confidential if the person it is about can have a 

reasonable expectation of privacy in respect of it.49  

 

2.2 Patients and service users can, and do, reasonably expect that personal information about 

their health and social care will be kept private. There are exceptions but it is much safer, as 

well as much easier, to treat all health and social care personal information as private and 

confidential. You should note that: 

 

2.3 The test for whether personal information is confidential in common law or private under 

the Human Rights Act is now the same thing – is there a reasonable expectation of privacy?50 

 

2.4 Information need not have been given or received in confidence for it to be confidential or 

private.51  

 

                                                           
44

 Guide to Data Protection, ICO https://ico.org.uk/for-organisations/guide-to-data-protection/ 
45

 A guide to confidentiality in health and social care, NHS Digital 
http://systems.digital.nhs.uk/infogov/confidentiality 
46

 Confidentiality, GMC http://www.gmc-uk.org/guidance/ethical_guidance/confidentiality.asp, and 0-18 
years: guidance for all doctors, GMC http://www.gmc-
uk.org/guidance/ethical_guidance/children_guidance_index.asp 
47

 Confidentiality and health records toolkit, BMA  
https://www.bma.org.uk/advice/employment/ethics/confidentiality-and-health-records, and Principles for 
sharing local electronic patient records for direct patient care, BMA 
https://www.bma.org.uk/advice/employment/ethics/confidentiality-and-health-records/principles-for-
sharing-electronic-patient-records 
48

 1-guidance-on-confidentiality 
49

 Campbell v MGN [2004] UKHL 22, paragraph 21 
50

 As above 
51

 As above, paragraphs 14 & 46 

https://ico.org.uk/for-organisations/guide-to-data-protection/
http://systems.digital.nhs.uk/infogov/confidentiality
http://www.gmc-uk.org/guidance/ethical_guidance/confidentiality.asp
http://www.gmc-uk.org/guidance/ethical_guidance/children_guidance_index.asp
http://www.gmc-uk.org/guidance/ethical_guidance/children_guidance_index.asp
https://www.bma.org.uk/advice/employment/ethics/confidentiality-and-health-records
https://www.bma.org.uk/advice/employment/ethics/confidentiality-and-health-records/principles-for-sharing-electronic-patient-records
https://www.bma.org.uk/advice/employment/ethics/confidentiality-and-health-records/principles-for-sharing-electronic-patient-records
file:///C:/Users/millerb/AppData/Local/Microsoft/Windows/Temporary%20Internet%20Files/Content.Outlook/6UH340ZR/1-guidance-on-confidentiality
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2.5 The duty is owed to the person the information is about, and not to anyone who may hold it 

or have shared it, whether in confidence or not.52 However, the fact that someone provided 

information – as opposed to the information itself – may well be confidential information 

about them (but also see 2.7).  

 

2.6 It is misleading to think of personal information in terms of ownership. Patients have rights 

in respect of it and agencies and practitioners have corresponding obligations.53  

 

2.7 Personal information about practitioners themselves relating to their care of patients should 

not be treated as private or confidential unless its disclosure is likely to cause them serious 

harm.54 

 

 

3. Access 

3.1 Only professionally regulated practitioners with a legitimate relationship with a patient, and 

necessary support staff, should have access to personal information about that patient.55 

 

3.2 Access to MCR should be controlled by username and password. 

 

3.3 There should be a full audit trail of each access to MCR and audit trails should be regularly 

monitored.   

 

 

4. Consent 

4.1 Consent can only be given by the person the information is about or someone with lawful 

 authority to consent on their behalf (see also 2.5). Unless there are exceptional 

 circumstances, patients should decide what use is made of their personal information and 

who has access to it.56 

 

4.2 If the information is (also) about a person other than the patient, that person must (also) 

 give his  or her consent. 

 

4.3 Whether consent is explicit or implicit, it should be specific, informed and freely given.57 

 

4.4 Consent is informed when the patient understands what information will be shared, who it 

will be shared with, why it will be shared, and the implications of sharing. Those implications 
                                                           
52

 As above 
53

 See the ICO’s Who has rights and obligations under the Data Protection Act? https://ico.org.uk/for-
organisations/guide-to-data-protection/key-definitions/. 
54

 The Data Protection (Subject Access Modification) (Health) Order 2000, paragraph 9, is instructive in this 
regard. 
55

 The Information Governance Review, DH, 2013, paragraph 3.3 
56

 Campbell v MGN [2004] UKHL 22, Montgomery v Lanarkshire Health Board [2015] UKSC 11 
57

 Guide to Data Processing, What is meant by consent? ICO https://ico.org.uk/for-organisations/guide-to-
data-protection/conditions-for-processing/ 

https://ico.org.uk/for-organisations/guide-to-data-protection/key-definitions/
https://ico.org.uk/for-organisations/guide-to-data-protection/key-definitions/
https://ico.org.uk/for-organisations/guide-to-data-protection/conditions-for-processing/
https://ico.org.uk/for-organisations/guide-to-data-protection/conditions-for-processing/
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will include risks to confidentiality but you should tell patients that access will be limited, 

controlled, recorded and monitored as set out in section 3, and that the information will be 

protected by strict NHS security measures (see sections 9 & 10 of the ISA). 

 

4.5 'It is generally accepted that consent can be implied where the purpose is directly concerned 

 with an individual's care or with the quality assurance of that care, and the disclosure should 

 not reasonably surprise the person concerned.’58 

 

4.6 However, sharing whole records normally requires explicit consent.59 That is because the 

 record is likely to contain irrelevant information and/or information the sharing of 

 which might surprise the patient.60  

 

4.7 Consent to make a record available for sharing (‘sharing out’) can be implied, even though it 

may be the whole record, because no sharing has taken place.61  

 

4.8 Access to records on MCR (‘sharing in’) is by explicit consent at the point of care or, in 

exceptional circumstances, another legal basis (but not implied consent – see 4.6).   

 

4.8 Consent is explicit when any information or explanation patients may need to make their 

consent informed has been made explicit to them, normally by discussing it with them, and 

they then indicate their agreement. Explicit consent is not just a matter of the patient saying 

yes. 

  

 

5. Opting-out, editing and safe care 

5.1  Patients should be able to opt out if they do not want their records to be shared with other 

 organisations.62 Note that consent cannot be safely implied simply because a patient has not 

 opted out.  

 

5.2  Patients should be able to ask for specific information to be marked private or confidential 

 so that they will not be visible when the record is shared.63 However, it should be explained 

 that it may not be reasonably practicable to remove all traces of a condition or treatment 

 from the record.  

 

                                                           
58

 See the NHS IG Toolkit’s guidance under requirements 202 (paragraph 4) and 212 (paragraph 4)  
59

 The Information Governance Review, DH, 2013, paragraph 3.3 
60

 As above 
61

 See Case Study 6 on page 26 of Review of Data Security, Consent and Opt-Outs, National Data Guardian, 
2016  
62

 Principles for sharing and accessing local shared patient records for direct patient care, BMA, section 3 
https://www.bma.org.uk/advice/employment/ethics/confidentiality-and-health-records/principles-for-
sharing-electronic-patient-records 
63

 As above, and see Review of Data Security, Consent and Opt-Outs, National Data Guardian for Health and 
Care, 2016, paragraph 3.2.12. 

https://www.bma.org.uk/advice/employment/ethics/confidentiality-and-health-records/principles-for-sharing-electronic-patient-records
https://www.bma.org.uk/advice/employment/ethics/confidentiality-and-health-records/principles-for-sharing-electronic-patient-records
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5.3 Moreover, ‘if a patient objects to a disclosure that you consider essential to the provision of 

safe care, you should explain that you cannot refer them or otherwise arrange for their 

treatment without also disclosing that information.’64  

 

5.4 Practitioners should bear in mind that information that is withheld will be withheld 

indefinitely and that it may be essential to the provision of safe care in the future. 

 

5.5 ‘If a patient refuses to allow you to inform someone outside the healthcare team of their 

 infection status, you must respect their wishes unless you consider that failure to disclose 

 the information will put healthcare workers or other patients at risk of infection. But such 

 situations are likely to be very rare, not least because of the use of universal precautions to 

 protect the healthcare workers and patients, particularly during exposure-prone 

 procedures.’65 

 

  

6. Overriding the absence of consent  

6.1 The exceptional circumstances in which the absence of consent can be overridden are when 

 disclosure is 

 ordered by a court (see 6.2) 

 required or permitted by statute, and when only permitted the disclosure is justified (see 

6.3) 

 in the best interests of an adult who lacks capacity, including temporary loss of capacity 

in an emergency (see section 7). 

 sufficiently in the public interest, in particular for safeguarding reasons (see section 8). 

 

6.2 You must obey the terms of a court order. If you are concerned about those terms you 

should seek legal advice.66 ‘The basis on which disclosure is being ordered should be 

explained to you; and the patient whose personal information is sought should be told about 

the order, unless that is not practicable or would undermine the purpose for which 

disclosure is sought.’67 

 

6.3 ‘You must disclose information to satisfy a specific statutory requirement, such as 

notification of a known or suspected case of certain infectious diseases.’68 However, such 

statutory provisions are few. Note that, unless statute makes express provision, a statutory 

                                                           
64

 Confidentiality Guidance, GMC, 2009, paragraph 27 http://www.gmc-
uk.org/guidance/ethical_guidance/confidentiality_24_35_disclosing_information_with_consent.asp 
65

 Confidentiality: disclosing information about serious communicable diseases, GMC, paragraph 8 
http://www.gmc-uk.org/Confidentiality_disclosing_info_serious_commun_diseases_2009.pdf_27493404.pdf 
66

 See Confidentiality Guidance, GMC, 2009, paragraphs 21-23 http://www.gmc-
uk.org/guidance/ethical_guidance/confidentiality_17_23_disclosures_required_by_law.asp 
67

 As above, Legal Annex, paragraph 11 http://www.gmc-
uk.org/guidance/ethical_guidance/confidentiality_legal_annex.asp  
68

 See the main text of the above, paragraphs 17-20 http://www.gmc-
uk.org/guidance/ethical_guidance/confidentiality_17_23_disclosures_required_by_law.asp 
 

http://www.gmc-uk.org/guidance/ethical_guidance/confidentiality_24_35_disclosing_information_with_consent.asp
http://www.gmc-uk.org/guidance/ethical_guidance/confidentiality_24_35_disclosing_information_with_consent.asp
http://www.gmc-uk.org/Confidentiality_disclosing_info_serious_commun_diseases_2009.pdf_27493404.pdf
http://www.gmc-uk.org/guidance/ethical_guidance/confidentiality_17_23_disclosures_required_by_law.asp
http://www.gmc-uk.org/guidance/ethical_guidance/confidentiality_17_23_disclosures_required_by_law.asp
http://www.gmc-uk.org/guidance/ethical_guidance/confidentiality_legal_annex.asp
http://www.gmc-uk.org/guidance/ethical_guidance/confidentiality_legal_annex.asp
http://www.gmc-uk.org/guidance/ethical_guidance/confidentiality_17_23_disclosures_required_by_law.asp
http://www.gmc-uk.org/guidance/ethical_guidance/confidentiality_17_23_disclosures_required_by_law.asp
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duty or power to do something does not mean that confidential personal information can be 

shared towards that end without further consideration. Duties must be discharged and 

powers exercised lawfully, and you must comply with the law of informational privacy (see 

sections 2 & 4 above) and the DPA (see sections 6-10 of the ISA).    

 

 

7. Mental capacity 

 Children (aged 15 or under) 

7.1 ‘Parental right yields to the child’s right to make his own decisions when he reaches a 

 sufficient understanding and intelligence to be capable of making up his own mind on the 

 matter requiring decision.’69 

 

7.2  Gillick is the leading case on the capacity (or competence – they are the same thing) of 

 children. It sets out what you should take into account when assessing a child’s capacity to 

 make a decision – ‘Gillick competence’. It also sets out what you should do when a child with 

 capacity doesn’t want his or her parents or carers to know about treatment or advice they 

 are given – the ‘Fraser guidelines’.70 Gillick concerns contraceptive advice and treatment, but 

 ‘since then Gillick competence and the Fraser Guidelines have been more widely used to 

 help assess whether a child has the maturity to  make their own decisions and to understand 

 the implications of those decisions’.71  

 

7.3 Children have the capacity to make a decision when they have the intelligence to 

understand its meaning and the maturity to understand its consequences, including its 

effect on their relationship with their parents.72 Of course the older a child is, the more likely 

it is that he or she will have the capacity to make a decision. However, the capacity to make 

a decision depends both on the particular child and on the seriousness and complexity of the 

particular decision.73 

 

7.4 It is vitally important to maintain the trust of children and young people. At the same time 

family involvement is usually very much in their interests. The Children Act 2004 says you 

must have regard to the importance of parents and carers in improving the well-being of 

children. Lord Fraser said in Gillick that the case was not a licence to disregard the wishes of 

parents. 

                                                           
69

 Lord Scarman in Gillick v West Norfolk and Wisbech AHA [1985] UKHL 7 
70

 See Gillick Competency and Fraser Guidelines, NSPCC, 2011 https://www.nspcc.org.uk/preventing-
abuse/child-protection-system/legal-definition-child-rights-law/gillick-competency-fraser-
guidelines/?_t_id=1B2M2Y8AsgTpgAmY7PhCfg%3d%3d&_t_q=gillick&_t_tags=language%3aen%2csiteid%3a7f
1b9313-bf5e-4415-abf6-
aaf87298c667&_t_ip=84.93.107.72&_t_hit.id=Nspcc_Web_Models_Pages_TopicPage/_aff42e87-87ef-4383-
9a88-612b6cecf5b3_en-GB&_t_hit.pos=1          
71

 Gillick v West Norfolk and Wisbech AHA [1985] UKHL 7 
72

 Lord Scarman said in Gillick that ‘it is not enough that she should understand the nature of the advice which 
is being given: she must also have a sufficient maturity to understand what is involved.’ 
73

 ‘The capacity to consent depends more on young people’s ability to understand and weigh up options than 
on age’, 0-18 years, GMC, paragraph 25 

https://www.nspcc.org.uk/preventing-abuse/child-protection-system/legal-definition-child-rights-law/gillick-competency-fraser-guidelines/?_t_id=1B2M2Y8AsgTpgAmY7PhCfg%3d%3d&_t_q=gillick&_t_tags=language%3aen%2csiteid%3a7f1b9313-bf5e-4415-abf6-aaf87298c667&_t_ip=84.93.107.72&_t_hit.id=Nspcc_Web_Models_Pages_TopicPage/_aff42e87-87ef-4383-9a88-612b6cecf5b3_en-GB&_t_hit.pos=1
https://www.nspcc.org.uk/preventing-abuse/child-protection-system/legal-definition-child-rights-law/gillick-competency-fraser-guidelines/?_t_id=1B2M2Y8AsgTpgAmY7PhCfg%3d%3d&_t_q=gillick&_t_tags=language%3aen%2csiteid%3a7f1b9313-bf5e-4415-abf6-aaf87298c667&_t_ip=84.93.107.72&_t_hit.id=Nspcc_Web_Models_Pages_TopicPage/_aff42e87-87ef-4383-9a88-612b6cecf5b3_en-GB&_t_hit.pos=1
https://www.nspcc.org.uk/preventing-abuse/child-protection-system/legal-definition-child-rights-law/gillick-competency-fraser-guidelines/?_t_id=1B2M2Y8AsgTpgAmY7PhCfg%3d%3d&_t_q=gillick&_t_tags=language%3aen%2csiteid%3a7f1b9313-bf5e-4415-abf6-aaf87298c667&_t_ip=84.93.107.72&_t_hit.id=Nspcc_Web_Models_Pages_TopicPage/_aff42e87-87ef-4383-9a88-612b6cecf5b3_en-GB&_t_hit.pos=1
https://www.nspcc.org.uk/preventing-abuse/child-protection-system/legal-definition-child-rights-law/gillick-competency-fraser-guidelines/?_t_id=1B2M2Y8AsgTpgAmY7PhCfg%3d%3d&_t_q=gillick&_t_tags=language%3aen%2csiteid%3a7f1b9313-bf5e-4415-abf6-aaf87298c667&_t_ip=84.93.107.72&_t_hit.id=Nspcc_Web_Models_Pages_TopicPage/_aff42e87-87ef-4383-9a88-612b6cecf5b3_en-GB&_t_hit.pos=1
https://www.nspcc.org.uk/preventing-abuse/child-protection-system/legal-definition-child-rights-law/gillick-competency-fraser-guidelines/?_t_id=1B2M2Y8AsgTpgAmY7PhCfg%3d%3d&_t_q=gillick&_t_tags=language%3aen%2csiteid%3a7f1b9313-bf5e-4415-abf6-aaf87298c667&_t_ip=84.93.107.72&_t_hit.id=Nspcc_Web_Models_Pages_TopicPage/_aff42e87-87ef-4383-9a88-612b6cecf5b3_en-GB&_t_hit.pos=1
https://www.nspcc.org.uk/preventing-abuse/child-protection-system/legal-definition-child-rights-law/gillick-competency-fraser-guidelines/?_t_id=1B2M2Y8AsgTpgAmY7PhCfg%3d%3d&_t_q=gillick&_t_tags=language%3aen%2csiteid%3a7f1b9313-bf5e-4415-abf6-aaf87298c667&_t_ip=84.93.107.72&_t_hit.id=Nspcc_Web_Models_Pages_TopicPage/_aff42e87-87ef-4383-9a88-612b6cecf5b3_en-GB&_t_hit.pos=1
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7.5 The Fraser Guidelines say that that even though a child has the capacity to make a decision, 

you should try to persuade him or her to involve their parents (unless there are public 

interest reasons not to). However, if the child cannot be persuaded, and the child’s well-

being is dependent on the advice or treatment, and it is in the child’s best interests to 

proceed without parental agreement or even knowledge, you should proceed accordingly.74  

 

7.6 If a child or young person (see 7.6-7) lacks capacity, you should seek consent from someone 

with parental responsibility (PR).75 If more than one person has PR, you only need the 

consent of one, preferably the person the child or young person mostly lives with.76   

 

Young persons (aged 16 & 17)  

7.6 You must assume that a young person has capacity unless it is established he or she does not 

have capacity.77  

 

7.7 If a young person lacks capacity because of an impairment of, or a disturbance in the 

functioning of, the mind or brain, the MCA will apply in the same way as it does to adults 

(see below). However, if the young person is unable to make the decision for some other 

reason, for example, because he or she is overwhelmed by its implications, the common law, 

that is, the principles set out in Gillick (see 7.2-5), will apply.78 The significance of this is 

apparent in the example of a young person with capacity who has suicidal thoughts. 

 

Adults (aged 18 and over) 

7.8 You must assume an adult has capacity unless it is established he or she lacks it.79 An adult 

lacks capacity only if he or she is suffering from an impairment or disturbance of the mind, 

and cannot understand the information relevant to the decision to share (see above), or 

cannot retain that information even for a short period, or cannot use and weigh that 

information as part of the decision making process, or cannot communicate his or her 

decision.80  

 

7.9 If an adult lacks capacity and a best interests decision needs to be made for him or her, 

 including in respect of sharing information about them, you should refer to chapter 5 of the 

                                                           
74

 Gillick v West Norfolk and Wisbech AHA [1985] UKHL 7 and see R (Axon) v Secretary of State for Health 
[2006] EWHC 37. 
75

 Children Act 1989, sections 2 and 3 and see https://www.bma.org.uk/advice/employment/ethics/children-
and-young-people/parental-responsibility  
76

 Information Sharing: Guidance for practitioners and manager, HMG, 2008, 3.27. 
77

 Mental Capacity Act 2005, section 1, Principle 1 
78

 Mental Capacity Act 2005 Code of Practice, HMG, 2005, 12.13  
79

 Mental Capacity Act 2005, section 1, Principle 1 
80

 As above, section 2(1)  

https://www.bma.org.uk/advice/employment/ethics/children-and-young-people/parental-responsibility
https://www.bma.org.uk/advice/employment/ethics/children-and-young-people/parental-responsibility
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 Mental  Capacity Act Code of Practice,81 and ‘Making decisions about your health, welfare or 

 finances. Who decides when you can’t?’82   

 Assessing capacity 

7.9 There are two stages to assessing capacity. First, the person must have an impairment of, or 

a disturbance in the functioning of, their mind or brain. Second, the impairment or 

disturbance must render the person unable to make a specific decision when they need to 

make it.83  

 

7.10 You must ensure that all practicable steps have been taken to help the person make the 

decision, including ‘using simple language, visual aids or any other means’.84 It may be 

possible to put off the decision until the person has the capacity to make it.85 The fact that 

the person can retain the relevant information for a short period only, does not mean they 

cannot make the decision.86  

 

7.11 You should never decide that someone lacks capacity simply because he or she is making an 

unwise decision.87 (However, see 8.6 in that regard.) Nor should you take age or appearance 

into account, or ‘any condition or aspect of behaviour that might lead others to make 

unjustified assumptions about capacity’.88  

 

 

8. Safeguarding 

8.1 When you have safeguarding concerns about a child or young person, you should refer to 

the Hertfordshire Safeguarding Children Board’s guidance and procedures.89  

 

8.2 The threshold for referring concerns about a child is not a high one. It is a reasonable belief 

that a child may be, or is at risk of, suffering significant harm.90 Moreover, ‘significant harm’ 

is given a broad meaning. ‘Harm’ need not be a matter of ill-treatment but can be the 

‘impairment of health or development’. When assessing whether any such impairment is 

‘significant’, the child’s ‘health and development should be compared with that reasonably 

expected of a similar child’.91  

                                                           
81

 https://www.gov.uk/government/publications/mental-capacity-act-code-of-practice 
82

 
https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/365631/making_decisions-
opg601.pdf 
83

 Mental Capacity Act 2005 Code of Practice, HMG, 2005, 4.27   
84

 Mental Capacity Act 2005, section 1, Principle 2 & section 3(2) 
85

 Mental Capacity Act 2005 Code of Practice, HMG, 2005, 4.11 onwards   
86

 Mental Capacity Act 2005, section 3(3) 
87

 As above, section 1, Principle 3, but also the Code of Practice at 2.11 (see footnote 18 above). 
88

 As above, section 2(3) 
89

 See http://www.hertfordshire.gov.uk/services/healthsoc/childfam/childprotection/hertssafboard/ 
90

 Children Act 198 9, section 31(2) 
91

 As above, section 31(9) & (10) and see What to do if you’re worried a child is being abused, HMG, 2015, 
paragraphs 5-21 
https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/419604/What_to_do_if_you
_re_worried_a_child_is_being_abused.pdf 

https://www.gov.uk/government/publications/mental-capacity-act-code-of-practice
https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/365631/making_decisions-opg601.pdf
https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/365631/making_decisions-opg601.pdf
http://www.hertfordshire.gov.uk/services/healthsoc/childfam/childprotection/hertssafboard/
https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/419604/What_to_do_if_you_re_worried_a_child_is_being_abused.pdf
https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/419604/What_to_do_if_you_re_worried_a_child_is_being_abused.pdf
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8.3 When you have safeguarding concerns about an adult at risk, you should refer to the 

 Hertfordshire Safeguarding Adults Board’s guidance and procedures.92 

 

8.4 The threshold for referring concerns about an adult at risk is also not high. It is a reasonable 

 belief that an adult in need of care or support is experiencing or is at risk of abuse or 

 neglect, and as a result of those care and support needs is unable to protect him or 

 herself from that abuse or neglect or the risk of it.93 Moreover, ‘abuse’ and ‘neglect’ are also 

 given a broad meaning.94  

 

8.5 The refusal by a child, or those with PR for the child, of help that may save that child from 

harm can be overridden.95 This may include the refusal of treatment or rejection of advice.  

 

8.6 In contrast, when adults with mental capacity refuse help their wishes should be 

respected.96 However, if an ‘adult repeatedly makes unwise decisions that put them at 

significant risk of harm or exploitation, or makes a particular unwise decision that is 

obviously irrational or out of character… there might be need for further investigation...’97 

Moreover, many forms of abuse are crimes98 and the wishes of victims can be overridden in 

the public interest of preventing or investigating crime, including of course by reporting a 

suspected offence.  

  

 

 

 

 

 

 

 

 

 

 

 

                                                           
92

 See http://www.hertfordshire.gov.uk/services/healthsoc/supportforadults/worriedabout/vulnadult/HSAB/ 
93

 Care Act 2016, section 42(1) 
94

 See No Secrets, DH, paragraphs 2.5-2.9 
https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/194272/No_secrets__guida
nce_on_developing_and_implementing_multi-
agency_policies_and_procedures_to_protect_vulnerable_adults_from_abuse.pdf and Safeguarding Policy, 
OPG, 2015, section 9 
https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/481414/01.12.15_-
_safeguarding_policy_2015_v4_FINAL.pdf 
95

 Children Act 1989, section 1(1) 
96

 Mental Capacity Act Code of Practice, HMG, 2005, Principle 3 (see also the Appendix) 
97

 As above, paragraph 2.11  
98

 As is neglect by the carer of an adult who lacks capacity: Mental Capacity Act 2005 s44.      

http://www.hertfordshire.gov.uk/services/healthsoc/supportforadults/worriedabout/vulnadult/HSAB/
https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/194272/No_secrets__guidance_on_developing_and_implementing_multi-agency_policies_and_procedures_to_protect_vulnerable_adults_from_abuse.pdf
https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/194272/No_secrets__guidance_on_developing_and_implementing_multi-agency_policies_and_procedures_to_protect_vulnerable_adults_from_abuse.pdf
https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/194272/No_secrets__guidance_on_developing_and_implementing_multi-agency_policies_and_procedures_to_protect_vulnerable_adults_from_abuse.pdf
https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/481414/01.12.15_-_safeguarding_policy_2015_v4_FINAL.pdf
https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/481414/01.12.15_-_safeguarding_policy_2015_v4_FINAL.pdf
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Appendix 3: Privacy Impact Assessment 

 

My Care Record  

Privacy Impact Assessment  
 

Project name My Care Record  

Department  

Lead officer  

Job title  

Unit name  Unit ID  

Telephone  Email  

List all agencies which will have access to the personal data collected and used for 
this project. 

Princess Alexandra Hospital Trust, Hertfordshire Community Trust, Herts Urgent 

Care, general practices in the ENHCCG area.  

What personal data do you intend to use, and why (list all categories)? 

Personal data about patients and service users relating to their health and/or social 

care recorded in the patient/service user records of the partner agencies. The 

records may also contain personal information about families, carers or others but 

should only do so if that information relates to the health or well-being of the 

patient or service user.  

Can you achieve your objectives using anonymised data? 

Yes   

No X  Why not? 

The data will be used to 
provide specific care to 
individual patients. If it were 
anonymised practitioners 
wouldn’t know which patient it 
related to.   What are the benefits to the individual of their personal data being used for this 

project? 

MCR will give practitioners immediate access to the information they need to 

provide care properly and safely. It will support integrated working by giving 

practitioners access to each other’s records. It will avoid the duplication of different 

practitioners asking patients for the same information.   

What are the organisational benefits of the individual’s personal data being used 
for this project? 

For the above reasons MCR will help partner agencies provide treatment and care 
properly and safely.  
 
In supporting MCR ENHCCG is discharging its statutory function to act with a view 
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to securing continuous improvement in the quality of services provided to 
individuals for or in connection with the prevention, diagnosis or treatment of 
illness, and to securing continuous improvement in the quality of primary care: 
NHSA 2006 sections 14R & 14S. 

What are the potential negative impacts to the individual of their personal data 
being used for this project? 

Unauthorised access to and/or misuse of health or social care personal information 
may cause individuals harm, distress and/or loss. Those consequences may be 
very serious indeed. 

How will you avoid causing unwarranted or substantial damage / distress to the 
individual when using their personal data for this project? 

The data will only be used for the treatment or care of the individual.  

Is the data already held by the partner agencies? 

Yes X  
The partner agencies hold the records of their patients. The 
records held by each partner connected electronically form an 
integrated care record.   

No   

Is it held by one of the partner agencies involved with this project? 

Yes X  
See above. 

No  Which agency will be collecting the data? 
 

Have you told the individuals whose personal data you want to use for this project 
how and why you intend to use their data? 

Yes X   

No   

If not, are you intending to tell them? 

Yes  Not applicable (see above) 

No  Why not?  

Do you already have the individuals permission to use their data for this project? 

Yes X  
The data will be made available for sharing by implied consent. 

No   
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If not, are you going to ask for their permission? 

Yes 
X

 

The data will only be shared with the explicit consent of the individual or 
another legal basis (but not implied consent). 

No  
Why 
not? 

 

Have individuals been given the opportunity to refuse us permission to use their data 
for this project? 

Yes 
X

 

Fair processing information tells individuals that they may opt out.  

No   

Is your project driven by any statutory / legal obligations? 

Yes 
X

 
Please 
list 

Partner agencies have a statutory duty to improve the health 
and well-being of the people in their area. Moreover, the NHS 
Constitution says they should work across organizational 
boundaries. The project will help them discharge those duties 
for the reasons set out above.  
 

No   
 

How will you make sure that the personal data you are using is kept accurate and up 
to date? 

Practitioners have a professional duty to ensure that their records 
(which together will form the project’s integrated care record) are 
accurate and up to date. The project’s Information Sharing 
Agreement (ISA) expressly reinforces that duty.  

How long will you need to hold the personal data for? 

For the appropriate periods set out in NHS Digital’s Records 
Management Code of Practice.  

How will you make sure that you are holding data for the appropriate 
length of time, and no longer? 

The ISA requires the partner agencies to apply the IGA’s Records 
Management Code of Practice retention periods and to follow its 
guidance on monitoring retention. 

How will the data be held / stored? 

The data is stored at the data centres of the partner agencies’ 
systems suppliers. It may be held temporarily on the Medical 
Interoperability Gateway (MIG) and Graphnet portal. 
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What technical security measures will be in place? 

The measures required for compliance with the security 
requirements of NHS Digital’s IG Toolkit. (The ISA requires all 
parties to have completed NHS Digital’s Information Governance 
Statement of Compliance (IGSoC), which entails their compliance 
with the Toolkit.) 

How will personal data be transferred / shared between the agencies involved in 
this project? 

The data will be transferred on private N3 networks with end-to-end encryption. 

Will you be transferring personal data to a country or territory outside of the EEA? 

Yes   

No X   

How will you ensure that third parties will comply with data protection obligations? 

The only third parties will be partner agencies required by the project’s ISA to have 
completed the NHS Digital IGSoC process, or an NHS Digital approved system 
supplier that has signed a Deed of Undertaking (a data processing agreement 
produced by NHS Digital for that purpose). 

What organisational measures are in place to ensure only appropriate and 
authorised access to, and use of, personal data? 

Practitioners and necessary support staff with access will have contractual duties 
of confidentiality and be appropriately trained. In addition practitioners will have 
professional duties of confidentiality. Access will be controlled by username with 
password. There will be full audit trails of all access. 
 
However, partner agencies that use SystmOne have to set records to ‘share out’ if 
they are to be accessible to the MIG. That means local SystmOne users that are 
not (as yet) partners will have access to those records if their corresponding 
records are set to ‘share in’. Such access would not accord with the project’s model 
of access only by explicit consent at the point of care. ENHCCG are addressing 
this problem by inviting all local SystmOne users to join MCR.  

How will technical and organisational security be monitored / audited? 

The ISA provides that partner agencies must have completed the NHS Digital 
Statement of Compliance process. That entails NHS Digital IG Toolkit compliance 
which organisations must review every year.  

 

 

Conclusions regarding this project’s overall compliance with the Data Protection 
Act 1998 and recommendations for changes / refinements to the project which are 
required to ensure compliance. 

The project is compliant with the Data Protection Act subject to addressing the 
problem set out under organisational measures above. 
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As lead officer, I confirm that the information recorded on this form is, to the best of 
my knowledge, an accurate and complete assessment of the potential privacy 
impacts of this project. 

Name  Signature  
D
at
e 

Reviewed and approved by the Caldicott Guardian of East and North Herts CCG: 

Name  Signature  
D
at
e 

 
 

 

 
 

 
 

Reviewed and approved by the Caldicott Guardian of  

Name  Signature  
D
at
e 

 

 


