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East and North Hertfordshire CCG Information Sharing Protocol  

1. Purpose 

Data from GP practices is required as one of the data flows in order to support the 

commissioning functions of Hertfordshire County Council (HCC), East and North 

Hertfordshire Clinical Commissioning Group (ENHCCG) and Herts Valleys Clinical 

Commissioning Group (HVCCG), under the National Health Service Act 2006 (as amended 

by the Health and Social Care Act 2012).  

As outlined in the presentation to the Organisation, Performance and Development (OPD) 

Committee at ENHCCG in July 2015, the aim of the GP data extraction project is to enable 

earlier interventions and support preventative planning. The benefits will include risk profiling 

and integrated care pathways for high risk patients and those with complex conditions. The 

programme will improve planning for the needs of the population and patients in ENHCCG.  

2. Who is involved? 

 West Hertfordshire Hospitals NHS Trust (SUS and local data flow) 

East and North Hertfordshire NHS Trust (SUS and local data flow)  

Hertfordshire Partnership University NHS Foundation Trust 

Health and Community Services -Hertfordshire County Council 

Hertfordshire Community NHS Trust 

Herts Valley Clinical Commissioning Group 

Hertfordshire Healthwatch 

Crime Reduction Initiative 

East and North Herts GP Practices (see Appendix A) 

MedeAnalytics 

3. Information to be shared 

Each of the above named organisations will provide data relating to care and treatment 

provided to patients for whom ENHCCG is responsible.( A detailed list of the data to be 

provided by GP systems is in Appendix D).The initial  bulk data extraction will cover  the past 

fifteen years medical history and three years of prescriptions data as contained within the 

clinical system of the patient (EMIS Web, INPS Vision (LAN/VES) and TPP SystmOne) from 

the date which Apollo implements the services at a Nominated GP Practice.  All 

organisations providing data for this initiative will be required to de-identify the data before  
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transmitting it to MedeAnalytics (this is known as Pseudonymisation at Source). Only coded 

data will be sent to MedeAnalytics, and will specifically exclude free text fields.  

Data belonging to patients who have "opted out" will not be extracted or sent to 

MedeAnalytics. The process of Pseudonymisation at Source removes all the identifiers 

replacing them with a code. This allows data about the same patient to be linked but 

prevents the identification of the individual patient or service user. The pseudonym used is 

reversible so a patient can be re-identified by those that are authorised to do so, specified 

clinicians responsible for delivering their care. The Secretary of State for Health, having 

considered advice from the Confidentiality Advisory Group (CAG) determined that the 

MedeAnalytics approach to Pseudonymisation at Source does not require support under 

s251 regulations. This is because the use of pseudonymisation techniques and the robust 

controls within the MedeAnalytics system prevent the disclosure of confidential patient 

information. The Information Commissioners Office also formed the view that, given the 

safeguards within the system, the data would not fall within the Data Protection Act’s 

definition of personal data. 

4. Basis for sharing information 

The data will be shared under the arrangements set out in the Health and Social Care 

Information Sharing Agreement and Protocol for Hertfordshire.  

A copy is provided as Appendix B. 

Each of the participating organisations listed above have signed up to the terms and 

conditions set out in this agreement. The data being shared will be de-identified before being 

sent to MedeAnalytics, using the pseudonymisation tool provided by ENHCCG’s Data 

Processor, MedeAnalytics. The data from all sources will be linked and processed within the 

MedeAnalytics system, using unique keys generated by the tool. MedeAnalytics has 

received advice from the Secretary of State for Health via the Confidentiality Advisory Group 

(see Appendix C) that given the access and processing controls within the MedeAnalytics 

system, this data can be considered as not being personal data which therefore does not 

require a legal basis for sharing. In any event, it is considered that the sharing would be 

permitted by paragraph 8 of Schedule 3 of the Data Protection Act 1998. 

Once the data is sent to MedeAnalytics, ENHCCG is responsible for the data held and 

processed by MedeAnalytics. Even though the data is pseudonymised by GP practices 

before being sent to the service ENHCCG will ensure the controls in place throughout the 

service are those that would be required were the data identifiable (having regard to the fact 

that it is patient data which would normally constitute sensitive personal data within the 

meaning of the Data Protection Act 1998). ENHCCG will ensure that the data is only 

processed for and to the extent necessary as identified within the Hertfordshire Health and 

Social Care Information Sharing Agreement and Protocol.  

As per the access controls used within the MedeAnalytics system, staff of both 

MedeAnalytics and Commissioners will only be able to access de-identified data and will not 

be able to re-identify individuals from this data. 
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Clinicians directly involved in providing care or treatment to a patient can re-identify their 

linked information. ENHCCG has carried out all necessary due diligence into MedeAnalytics 

to guarantee the security of the data and the system works as described above (in particular, 

in relation to the pseudonymisation process and controls within the MedeAnalytics system). 

5. Access and individuals’ rights 

As data is de-identified it will not be subject to either Subject Access Requests or Access to 

Health Records Requests; any requests for information contained will be directed to the 

originating organisation to action. 

As Secretary of State via the Confidentiality Advisory Group has indicated that it is only 

within the context of the MedeAnalytics system that information is de-identified, any 

information held will not be available under FOI 

6. Keeping information secure 

ENHCCG will ensure appropriate technical, organisational and legal measures to prevent 

unauthorised or unlawful processing and accidental loss or destruction of, or damage to, the 

data are taken as if it were identifiable (having regard to the fact that it is patient data which 

would normally constitute sensitive personal data within the meaning of the Data Protection 

Act 1998). Commitment to ensuring appropriate physical and technical security associated 

with the transfer storage and processing of the data shared for the Integrated Care 

Programme is provided through the Health and Social Care Information Sharing Agreement 

and Protocol for Hertfordshire. (See Appendix B). 

As per the requirements of the Health and Social Care Information Sharing Agreement and 

Protocol for Hertfordshire the contract under which MedeAnalytics has been appointed as 

data processor by ENHCCG includes clauses outlining the responsibilities of MedeAnalytics, 

as Data Processor, to ensure the physical and technical security of the data. None of the 

data will be transferred outside the European Economic Area. 

7. Frequency of sharing 

Initially data will be extracted and uploaded on a monthly basis; any changes to this will be 

following discussion and agreement between GP Practices and the CCG. The GP Practice 

may in its absolute discretion cease providing the data at any time. 

8. How information may be exchanged 

Data will be extracted from the GP practice system using data extraction software supplied 

by Apollo Medical Software Solutions. The data will be de-identified by Apollo and 

transmitted to MedeAnalytics using secure FTP. 
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9. Data retention 

ENHCCG will ensure that the data is only retained for as long as is necessary for the 

purpose above. Initially data will be retained in line with current national guidance on use of 

data for risk stratification purposes; this will only change following further consultation with 

GP Practices and other providers as data controllers and with advice from NHS England and 

the Information Governance Alliance. 

10. Responsibility for exchanging these data and ensuring data are accurate 

Each Data Controller will follow their current data quality processes prior to submitting any 

de- identified data into the system, should any of the information shared be found to be 

inaccurate by any party the originating organisation would be informed of the potential 

inaccuracy and asked to investigate and make the necessary changes to their data before 

re-submitting. 

11. Confidentiality 

ENHCCG will ensure that any staff other than a health professional (within the meaning of 

the Data Protection Act 1998) who can access the data held within the MedeAnalytics 

system are subject to a duty of confidentiality which is equivalent to that which would arise if 

that person were a health professional. 

Under the terms of the Health and Social Care Information Sharing Agreement and Protocol 

for Hertfordshire any breach or suspected breach of confidentiality by any participating 

organisation must be reported to each of the partner organisations. The incident must be 

investigated promptly. Each organisation must have in place disciplinary procedures which 

will be invoked if a member of staff is found to have breached the confidentiality of an 

individual or to have shared information in a manner in contravention of the framework. 

12. Indemnity 

ENHCCG agrees to indemnify the GP Practice against any claims, losses, damages, costs 

(including legal fees) and expenses incurred by or awarded against the GP Practice arising 

out of or in connection with the sharing and/or processing of the data under this protocol 

except where and to the extent that the same arise as a result of sharing and/or processing 

of the data by staff of the GP Practice other than in accordance with this protocol.  

13. Review of Information Sharing Protocol 

The ENHCCG Information Sharing Protocol will be reviewed annually by ENHCCG IG 

Forum.  
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14. Agreement 

We undertake to implement and adhere to this protocol. 

Signed by CCG Caldicott Guardian 

Print:  Sheilagh Reavey 

Signed: 

On behalf of (Organisation):  East and North Hertfordshire Clinical Commissioning Group  

Date:  

Signed by GP Practice Senior Partner or Caldicott Guardian 

 

Print:…………………………………………………………………………………………… 

Signed:…………………………………………………………………………………………. 

On behalf of (Organisation):…………………………………………………………………. 

Date:……………………………………………………………………………………………… 

 

15. Contacts 

The contact for queries relating to this Protocol for ENHCCG is: 

David Hodson, Head of Information ENHCCG (David.Hodson@enhertsccg.nhs.uk)      

Tel No: 01707 369679 
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 Appendix A - East and North Herts GP Practices  

Practice 
Code  

 Practice Name  

  

Lower Lea Valley    

E82042 ABBEY RD SURG 

E82079 CROMWELL & WORMLEY MC 

E82081 CUFFLEY & GOFFS OAK 

E82133 HIGH ST SURG (CHESHUNT) 

E82638 STANHOPE 

E82115 STOCKWELL LODGE MC 

E82063 THE MAPLES 

E82123 WARDEN LODGE SURG 

Stort Valley & 
Villages 

 

E82100 CENTRAL SURGERY 

E82067 CHURCH ST PARTNERSHIP 

E82021 MUCH HADHAM HEALTH CENTRE 

E82654 PARSONAGE SURGERY 

E82074 SOUTH ST SURGERY 

  

Upper Lea Valley   

E82057 77 WARE RD SURG 

E82061 AMWELL STREET SURG 

E82130 BUNTINGFORD MC 

E82109 CASTLEGATE SURG 

E82102 CHURCH ST SURG 

E82092 DOLPHIN HOUSE SURG 

E82088 HAILEY VIEW SURGERY 

E82620 HAILEYBURY COL  

E82007 HANSCOMBE HSE SURG  

E82006 LIMES SURG 
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E82627 MALTINGS SURG 

E82126 ORCHARD SURGERY 

E82090 PARK LANE SURG 

E82038 PUCKERIDGE PRACTICE 

E82024 WALLACE HSE SURG 

E82121 WATTON PLACE CLINIC 

  

  

 
 
 
 
 
 
North Herts 
Locality 

 

D81047 ASHWELL SURGERY 

E82099 ASTONIA HOUSE SURGERY  

E82082 BIRCHWOOD SURGERY 

E82053 COURTENAY HOUSE SURGERY  

E82035 GARDEN CITY SURGERY  

E82080 KNEBWORTH SURGERY 

E82075 NEVELLS ROAD SURGERY  

E82661 ORFORD LODGE SURGERY 

E82008 PORTMILL SURGERY  

E82044 REGAL CHAMBERS SURGERY  

E82104 SOLLERSHOTT SURGERY 

E82626 WHITWELL SURGERY 

Welwyn Hatfield 
Locality 

 

E82019 BRIDGE COTTAGE SURGERY  

E82023 BURVILL HOUSE SURGERY  

E82041 GARDEN CITY PRACTICE 

E82062 HALL GROVE SURGERY  

E82018 LISTER HOUSE SURGERY  

E82040 PEARTREE LANE SURGERY 

E82058 POTTERELLS MC  

Y02639 SPRING HOUSE MC 

E82002 WRAFTON HOUSE SURGERY  

Stevenage Locality  
E82093 BEDWELL MC  

E82624 CANTERBURY WAY SURGERY 

E82089 CHELLS WAY SURGERY  

E82086 KING GEORGE SURGERY  

E82641 MANOR HOUSE SURGERY 

E82056 SHEPHALL WAY SURGERY  

E82039 ST. NICHOLAS HC  
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E82005 STANMORE ROAD HC 

E82111 SYMONDS GREEN HC 

  

 

 

 

 

 

 

Appendix B –   Health and Social Care Information Sharing Agreement and Protocol in 

Hertfordshire 

HealthSocialCareInfo
rmationSharingAgreementandProtocolSep14V1 0.pdf

 

ENHCCG Guidance Resources  

 Topic   Resources 

Notification  https://ico.org.uk/for-organisations/register Under data protection law, you may have to 
provide details of how your organisation 
handles personal data about staff or 
customers, for the data protection register. 
You’ll need to fill in an online application form 
and pay a fee. If you’re unsure if you need to 
do this, check using the online self-assessment. 
You could be committing a criminal offence if 
you don’t notify the ICO. 
Information including your organisation’s 
name and the reason for storing the data will 
appear on the data protection public register. 
The annual fee is £35 for most organisations, 
including small and medium‐sized businesses. 
The annual fee is £500 if your organisation has 
both: 

staff 
 

Public sector organisations must pay the 
annual fee of £500 if they have 250 or more 
staff.  

Data Sharing 
Explained  

https://ico.org.uk/for-organisations/guide-to-
data-protection/data-sharing/ 

 

Defining your 
data sets  

https://ico.org.uk/for-organisations/guide-to-
data-protection/data-sharing/ Refer to section 
3, page 9 

 

Privacy Notices  https://ico.org.uk/for-organisations/guide-to-  
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data-protection/privacy-by-design/ 

Privacy Impact 
Assessments 
 

https://ico.org.uk/for-organisations/guide-to-
data-protection/privacy-by-design/ 

 

Legal Basis  
 

https://ico.org.uk/for-organisations/guide-to-
dataprotection/ 
data-sharing/ Refer to section 5, page 15 

Your ability to share information is subject to a 
number of legal constraints and other 
considerations such as specific statutory 
prohibitions on sharing, copyright restrictions 
or a duty of confidence. If you 
wish to share information; you must consider 
whether you have the legal power or ability to 
do so. This is likely to depend on the nature of 
the information in question and on whom you 
are, and therefore what legislation applies to 
you. 

Consent  
 

https://ico.org.uk/for-organisations/guide-to-
dataprotection/ 
data-sharing/ Refer to section 5, page 15 

https://ico.org.uk/for-organisations/guide-to-
dataprotection/ 
conditions-for-processing/ 

Security 
Arrangements  

https://ico.org.uk/for-organisations/guide-to-
data-protection/data-sharing/ Refer to section 
7, page 23 

 

Information 
Quality  

https://ico.org.uk/for-organisations/guide-to-
data-protection/data-sharing/ Refer to section 
8, page 27 

 

Access to 
Information  

https://ico.org.uk/for-organisations/guide-to-
data-protection/data-sharing/ Refer to section 
9, page 32 

 

Queries and 
Complaints  

https://ico.org.uk/for-organisations/guide-to-
data-protection/data-sharing/ Refer to section 
9, page 34 

 

Glossary of 
terms 

Information Sharing 
Glossary.docx
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Appendix C - MedeAnalytics letter  

ENHCCGISP 
APPENDIX C Mede- CAG letter.pdf

 

Appendix D - Data to be provided by GP systems (All the attached codes will be used for 

the extraction of data including sensitive codes) 

(ENH-1387) East and 
North Hertfordshire CCG Technical Project Specification FINAL.xlsx

 
 

 


