
ADVERTISING SCAMS 
Scammers will cold call organisations selling advertising space in a bogus publication for a 
seemingly good cause. The caller will give the impression that the publisher is partnered 
with local charities, emergency services, crime prevention or community health initiatives. 
If the organisation does not pay the scammer then bombards them with telephone calls 
and letters containing threats of legal action. If the organisation does pay they will have 
their name sold on to other scammers who will also call them and try the same trick.

Sales representatives can be quite persuasive, and in some 
cases can also be intimidating and aggressive, resorting to 
threats if the organisation refuses. They may attempt to be 
vague with any details of their business, avoiding stating 
which company they work for, leading the organisation to 
believe they work for a legitimate company. 

Organisations often give to charities; exploitative companies 
are aware of this type of commercial activity. One of the 
approaches they use is to contact the Organisation on 
the basis that they are one of the worthy causes that has 
contacted the organisation previously. They may indicate 
that the organisation kindly declined at the time but 
asked them to call back in a few months or more blatantly 
inform the organisation that they had agreed sponsorship, 
suggesting that the previous conversation was a legally 
binding verbal contract. 

Another scam that these types of companies try is the 
‘reverse pitch’. This is when the company will issue an 
invoice to an organisation without actually having contacted 
them previously. Large organisations which deal with high 

volumes of invoices every month may simply pay these 
invoices without even realising they were fraudulent. If the 
organisation does contact the company to query the invoice 
they may be told that the invoice was issued in relation to 
an order that was placed several months earlier and be 
pressured into prompt payment. The company may also issue 
a duplicate invoice on the assumption it will go unnoticed and 
get through the payment system.

A frequent problem organisations encounter is that they do 
not receive a copy of the publication their advertisement was 
supposed to feature in. When the organisation contacts the 
company they may be told that it must have been lost in the 
post and that there is an extra charge for reissue, or that the 
publication is not due to be printed for some time. In addition, 
the organisation may sometimes find that the ‘phone 
line has been disconnected and the fraudulent traders no 
longer operate under the name or number. If the publication 
is hard-copy, the distribution of this will often suggest a 
wide-readership but in reality be limited to the advertisers 
contained within the publication, and only distributed to them.
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Some tips for avoiding advertising scams:
• verify the name of the company the caller claims to be 

from, politely ask where they got your details and for a 
landline number to contact them;

• verify which publication or media source the 
advertisement will be displayed in, its annual readership 
and how many copies will be circulated;

• make sure you are clear on what the offer actually is. Is it 
a one-off payment for a single insertion advertisement 
or will the organisation have to pay weekly/monthly/
annually for this service? Would the organisation have to 
opt out of a repeat publication?

• do not be pressured into making a quick decision on a 
‘phone call. Insist on only agreeing to participate in any 
agreement only once you have had the opportunity to read 
and understand their terms and conditions of business;

• if your department receives an invoice unexpectedly, 
check to see if any advertisement was authorised 
and do not pay until verified. If the advertisement was 
authorised, check with the Finance Department to 
confirm that the invoice is not a duplicate.

• if the call is for charity sponsorship, verify how much money 
the worthy cause will actually receive once the overheads 
have been taken out. Also verify with the charity directly 
that this publishing company is linked to them and authorised 
to contract sponsorship on their behalf.

• only ever engage in a conversation with a caller if it is part of 
your specific job role, whether you believe they are genuine 
or not. If this is beyond your role, or a specific department is 
responsible for advertising, refer them immediately to the 
appropriate department in the organisation.

If you would like any further advice on advertising scams 
please contact your Local Counter Fraud Specialist. 
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